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1. INTRODUCTION
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2. STARK: SECURITy BASED RESOURCE ALLOCATION 

















a﻿ set﻿ of﻿ actions﻿ to﻿ ensure﻿ the﻿ security﻿ of﻿ the﻿ cloud.﻿This﻿ section﻿discusses﻿ the﻿ architecture﻿ of﻿ a﻿
proposed﻿ conceptual﻿model,﻿which﻿offers﻿ self-protection﻿ against﻿ security﻿ attacks﻿with﻿minimum﻿
Figure 1. Different types of attacks for cloud services
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•﻿ Adaptation﻿ function﻿ is﻿ able﻿ to﻿maintain﻿ the﻿ effective﻿ execution﻿ in﻿ case﻿of﻿ sudden﻿change﻿ in﻿
QoS﻿conditions.﻿Based﻿on﻿QoS﻿requirements﻿and﻿policy﻿of﻿system,﻿resources﻿are﻿provisioned﻿to﻿
workload﻿or﻿application﻿and﻿resource﻿provisioning﻿information﻿is﻿sent﻿to﻿user﻿for﻿verification;
Figure 2. STARK architecture (Singh et al., 2017)
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•﻿ User Data Breaches:﻿With﻿sensitive﻿data﻿(online﻿banking﻿transactions)﻿being﻿stored﻿online﻿rather﻿
than﻿on﻿premise,﻿is﻿the﻿cloud﻿inherently﻿less﻿safe?
•﻿ Hijacking of User Accounts:﻿Attackers﻿now﻿have﻿the﻿ability﻿to﻿use﻿cloud﻿user’s﻿login﻿information﻿
to﻿ remotely﻿ access﻿ sensitive﻿data﻿ stored﻿on﻿ the﻿ cloud;﻿ additionally,﻿ attackers﻿ can﻿ falsify﻿ and﻿
manipulate﻿information﻿through﻿hijacked﻿credentials;
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Figure 3. Future research directions in security-aware cloud resource management
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